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▪ MITRE operates federally funded R&D centers (FFRDCs). FFRDCs are unique 
organizations that assist the United States government with scientific research and 
analysis; development and acquisition; and systems engineering and integration. 

▪ As a not-for-profit organization, MITRE works in the public interest across federal, 
state and local governments, as well as industry and academia to tackle challenges to 
the safety, stability, and well-being of our nation.

Source: MITRE, Corporate Overview | The MITRE Corporation
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▪ 2© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

https://www.mitre.org/centers/we-operate-ffrdcs
https://www.mitre.org/about/corporate-overview


▪ Foundational Overview of Three NIST Frameworks

▪ Cybersecurity Framework

▪ Privacy Framework

▪ Risk Management Framework

▪ Setting Up Framework Profiles

▪ Assembling Security and Privacy Controls

▪ Bringing Together the Frameworks
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▪ Work is underway to clarify how the NIST Cybersecurity Framework, Privacy 
Framework, and Risk Management Framework (RMF) should be used together

▪ Complement each other

▪ Distinct benefits

▪ Collective power

CliffsNotes©
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Foundational Overview of Three NIST 

Frameworks
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Risk Management 
Framework

Privacy 
Framework

Cybersecurity 
Framework

Source: NIST RMF Webcast: A Flexibility Methodology to 

Manage Information Security and Privacy Risk, February 2019, 

NIST RMF Webcast: A Flexible Methodology to Manage 

Information Security and Privacy Risk | CSRC

Source: NIST Privacy Framework website, New to Framework | NISTSource: The Framework for Improving Critical Infrastructure Cybersecurity, April 

2018, https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-

framework-version-11-overview
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Overview of the Three NIST Frameworks

https://www.nist.gov/privacy-framework
https://csrc.nist.gov/Events/2019/NIST-Risk-Management-Framework-Webcast-A-Flexible
https://www.nist.gov/privacy-framework/new-framework
https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview


Sources (adapted): The Framework for Improving Critical Infrastructure Cybersecurity, April 2018, https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview, The NIST Privacy Framework: A 

Tool for Improving Privacy through Enterprise Risk Management, https://doi.org/10.6028/NIST.CSWP.01162020 , Version 1.0 (January 2020)

▪ Core:
Increasingly granular set of activities and outcomes that enable 
an organization dialogue about managing risk

▪ Informative References:
Optional resources to support implementation of the Core (e.g., 
technical guidance, standards)

▪ Profiles:
Prioritized subset of the Core that addresses risk in alignment 
with organizational objectives

▪ Implementation Tiers:
Helps an organization determine whether it has sufficient risk 
management practices and resources in place to achieve its 
Target Profile(s)

Cybersecurity and Privacy Framework Components
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https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview
https://doi.org/10.6028/NIST.CSWP.01162020


Cybersecurity Framework Functions Privacy Framework Functions

Identify

Protect

Detect

Respond

Recover

Identify - P

Protect - P

Govern - P

Control - P

Communicate - P

Sources (adapted): The Framework for Improving Critical Infrastructure Cybersecurity, April 2018, https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview, The NIST Privacy Framework: A Tool for 

Improving Privacy through Enterprise Risk Management, https://doi.org/10.6028/NIST.CSWP.01162020 , Version 1.0 (January 2020)

Cybersecurity and Privacy Framework Cores 
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https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview
https://doi.org/10.6028/NIST.CSWP.01162020


Functions Categories Subcategories Informative References

•

•

•

•

•

•

Function Category Subcategory Informative References

Cybersecurity 
Framework

IDENTIFY Supply Chain Risk Management (ID.SC):
The organization’s priorities, constraints, risk tolerances, and assumptions 
are established and used to support risk decisions associated with 
managing supply chain risk. The organization has established and 
implemented the processes to identify, assess and manage supply chain 
risks.

ID.SC-3: Contracts with suppliers and third-party 
partners are used to implement appropriate 
measures designed to meet the objectives of an 
organization’s cybersecurity program and Cyber 
Supply Chain Risk Management Plan.

• COBIT 5 APO10.01, APO10.02, APO10.03, 
APO10.04, APO10.05

• ISA 62443-2-1:2009 4.3.2.6.4, 4.3.2.6.7
• ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, 

A.15.1.3
• NIST SP 800-53 Rev. 4 SA-9, SA-11, SA-12, PM-

9

Privacy 
Framework

IDENTIFY-P Business Environment (ID.BE-P): 
The organization’s mission, objectives, stakeholders, and activities are 
understood and prioritized; this information is used to inform privacy 
roles, responsibilities, and risk management decisions.

ID.BE-P1: The organization’s role(s) in the data 
processing ecosystem are identified and 
communicated.

• NIST SP 800-37 Rev. 2: Section 2.8 Supply 
Chain Risk Management, Task P-9

• NIST SP 800-53 Rev. 5 (IPD): CP-2, SA-12
• NIST SP 800-161
• NISTIR 7622

Sources (adapted): The Framework for Improving Critical Infrastructure Cybersecurity, April 2018, https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview, The NIST Privacy Framework: A Tool 

for Improving Privacy through Enterprise Risk Management, https://doi.org/10.6028/NIST.CSWP.01162020, Version 1.0 (January 2020)

Cybersecurity and Privacy Framework Cores 
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https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview
https://doi.org/10.6028/NIST.CSWP.01162020


Source: NIST RMF Webcast: A Flexibility Methodology to Manage Information Security and Privacy Risk, February 2019, NIST RMF Webcast: A Flexible Methodology to Manage Information Security and Privacy Risk | CSRC

Risk Management Framework (RMF)
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https://csrc.nist.gov/Events/2019/NIST-Risk-Management-Framework-Webcast-A-Flexible


Source: NIST SP 800-37, Revision 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, SP 800-37 Rev. 2, RMF: A System Life Cycle 

Approach for Security and Privacy | CSRC (nist.gov)

Prepare to execute the RMF from an organization- and system-level perspective by establishing a context and priorities for managing 
security and privacy risks.

Categorize the system and the information processed, stored, and transmitted by the system based on an analysis of the impact of loss.

Select an initial set of controls for the system and tailor the controls as needed to reduce risk to an acceptable level based on an assessment 
of risk

Implement the controls and describe how the controls are employed within the system and its environment of operation 

Assess the controls to determine if the controls are implemented correctly, operating as intended, and producing the desired outcomes 
with respect to satisfying the security and privacy requirements 

Authorize the system or common controls based on a determination that the risk to organizational operations and assets, individuals, other 
organizations, and the Nation is acceptable. 

Monitor the system and the associated controls on an ongoing basis to include assessing control effectiveness, documenting changes to the 
system and environment of operation, conducting risk assessments and impact analyses, and reporting the security and privacy posture of 
the system 

▪ 11© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

RMF Steps

https://csrc.nist.gov/publications/detail/sp/800-37/rev-2/final


Setting up Framework Profiles
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Reference: NIST Privacy Framework Webinar:  Ready. Set. Adopt Version 1.0, January 29, 2020

▪ 13© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

What is a Framework Profile?



Mission-specific

Vocabulary

Source (adapted): NIST

Business/Mission Objective

The fundamental purposes and 
operations of an industry/subsector or 
organization that the processes and 

systems support.

Mission Priority

The relative importance of one 
item versus another

Mission Dependency

A requirement to fulfill Mission 
or a Mission Objective that lives 

outside of the subsector

▪ 14© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Understanding How to Draft Mission Objectives: 
Terminology



Source: USCG Maritime Bulk Liquids Transfer Profile, http://www.dco.uscg.mil/Our-Organization/Assistant-Commandant-for-Prevention-Policy-CG-5P/Inspections-Compliance-CG-5PC-/Office-of-Port-Facility-Compliance/Domestic-Ports-

Division/cybersecurity/

▪ 15© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Example: Maritime Bulk Liquids Transfer (MBLT) Profile

http://www.dco.uscg.mil/Our-Organization/Assistant-Commandant-for-Prevention-Policy-CG-5P/Inspections-Compliance-CG-5PC-/Office-of-Port-Facility-Compliance/Domestic-Ports-Division/cybersecurity/


Source: USCG Maritime Bulk Liquids Transfer Profile, http://www.dco.uscg.mil/Our-Organization/Assistant-Commandant-for-Prevention-Policy-CG-5P/Inspections-Compliance-CG-5PC-/Office-of-Port-Facility-Compliance/Domestic-Ports-

Division/cybersecurity/

▪ 16© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Example: MBLT Profile

http://www.dco.uscg.mil/Our-Organization/Assistant-Commandant-for-Prevention-Policy-CG-5P/Inspections-Compliance-CG-5PC-/Office-of-Port-Facility-Compliance/Domestic-Ports-Division/cybersecurity/


▪ Mission/business contexts will inform priority Categories and 
Subcategories

▪ Suggests areas of focus for cybersecurity needs or requirements

▪ Provides crosswalk among programs to demonstrate their capabilities

▪ Levels are:

lll = High Priority

ll = Moderate Priority

l = Other Implemented Subcategories 

 = Subcategories to NOT Implement

▪ Intent is to strive to conduct activities in support of all relevant 
Categories and Subcategories

▪ Use the Profile’s flexibility to determine how and in what order to address 
High and Moderate Priority Categories and Subcategories

▪ Implementation details may differ but priority cybersecurity activities and 
outcomes will be consistent

Source: USCG Maritime Bulk Liquids Transfer Profile, http://www.dco.uscg.mil/Our-Organization/Assistant-Commandant-for-Prevention-Policy-CG-5P/Inspections-Compliance-CG-5PC-/Office-of-Port-Facility-Compliance/Domestic-Ports-

Division/cybersecurity/

CSF Core Mission Objectives

IDENTIFY
(ID)

▪ 17© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Understanding the Dot Chart

http://www.dco.uscg.mil/Our-Organization/Assistant-Commandant-for-Prevention-Policy-CG-5P/Inspections-Compliance-CG-5PC-/Office-of-Port-Facility-Compliance/Domestic-Ports-Division/cybersecurity/


Customization of 

the Core for a 

given sector, 

subsector, or 

organization

Fusion of 
business/mission 

logic and 
cybersecurity 

outcomes

Alignment of 
cybersecurity 

requirements with 
operational 

methodologies

Basis for 
assessment and 
expressing target 

state

Decision support 
tool for 

cybersecurity risk 
management

Source (adapted): The Framework for Improving Critical Infrastructure Cybersecurity, April 2018, https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview
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Ways to Use a Profile

https://www.nist.gov/news-events/events/2018/04/webcast-cybersecurity-framework-version-11-overview


Organization or Community Focused Target Profile

▪ 19© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Framework Profile Development Process



Mission and 
Business 

Objectives

• Identify and describe

• Determine relative priority in 
context

• Identify privacy subset

Framework 
Categories

• Align with objectives

• Prioritize for each objective

Framework 
Subcategories

• Prioritize for each objective

• Map additional Informative 
References

Create Profile 
Document

• Craft supporting narrative and 
guidance for implementation

Govern
• Apply Profile(s) to enterprise risk 

management functions

Allocate 
Resources 

and Budget

• Align what you do with priorities 
articulated in your Profile(s)

▪ 20© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Profile Development Approach



Assembling Security and Privacy
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▪ 22© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Risk Management Framework (RMF)

Source: NIST RMF Webcast: A Flexibility Methodology to Manage Information Security and Privacy Risk, February 2019, NIST RMF Webcast: A Flexible Methodology to Manage Information Security and Privacy Risk | CSRC

https://csrc.nist.gov/Events/2019/NIST-Risk-Management-Framework-Webcast-A-Flexible


Source: Figure 1: Control Structure, NIST Special Publication 800-53, Revision 5, Security and Privacy Controls for Information Systems and Organizations, September 2020 (with December 2020 errata updates) 
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NIST Controls: Example



Source: NIST Special Publication 800-53B, Control Baselines for Information Systems and Organizations, October 2020 (with December 2020 errata updates) 

▪ 24© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED. 

NIST Baselines: Example



Source: CNSSI No. 1253, Security Categorization and Control Selection for National Security Systems, Appendix F, Privacy Overlays, April 2015.

An overlay provides the following for each 
control it contains:

▪ Justification for inclusion in overlay

▪ Applicable control specifications:

▪ Selection indicator (+, --, or blank with 
other specifications)

▪ Guidance (G)

▪ Parameter Value (V)

▪ Control Extensions (E)

▪ Reference to the applicable 
requirement(s) (R)

▪ Table 3 provides an example summary of 
all four Privacy Overlays

▪ 25© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Overlays: Example



RMF Step Examples of How Profiles May Influence RMF Decisions

Prepare
(SP 800-37, Rev2)

• Shapes planning tasks related to all other RMF steps

• Profile development process facilitates communication and alignment within the organization 

Categorize • Understanding of relative importance and correlation of security objectives (Confidentiality, Integrity, 
Availability) to mission/business objectives

Select • Prioritization input for baseline selection, overlay selection/implementation, and system-specific 
tailoring decisions

• Appropriateness of risk acceptance and what can be addressed later through a Plan of Action and 
Milestones (POA&M)

Implement • Inform risk-based trades during systems acquisition, development, design, and engineering 

• Techniques used (e.g., automated tools vs. policies and procedures)

Assess • Rigor of assessment techniques for controls supporting higher priority Subcategories, Categories, and 
Functions

Authorize • Set and convey risk tolerance based on mission/business priorities

• Understanding and acceptance of risk posture in terms of mission/business objectives and priorities

Monitor • Drives criticality of controls (in the continuous monitoring strategy) supporting priority Subcategories, 
Categories, and Functions

• Drives frequency, method, reporting, and tracking of controls 

▪ 26© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED. 

How Framework Profiles May Influence the RMF Steps



▪ Provide closer linkage and communication between leadership’s risk 
management processes and activities and those at the system level

▪ Profiles can provide a link between cybersecurity and privacy activities and 
organizational mission/business objectives

▪ Supports risk-based decision-making throughout the RMF 

▪ While Profiles may be used as a starting point to inform control selection and tailoring 
activities, further evaluation is needed to ensure the appropriate controls are selected. 

▪ Identify, align, and deconflict requirements

▪ And to subsequently inform the selection of controls for an organization. 

Source (Adapted): NIST SP 800-37, Revision 2, Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, December 2018, SP 800-37 Rev. 2, RMF: A System Life 

Cycle Approach for Security and Privacy | CSRC (nist.gov)

▪ 27© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

How the Cybersecurity and Privacy Frameworks can help 
RMF activities

https://csrc.nist.gov/publications/detail/sp/800-37/rev-2/final


Bringing Together the Frameworks
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Example of a CNSSI No. 1253 baseline - “only” 450 controls to prioritize….

Source: CNSS Instruction No. 1253, Security Categorization and Control Selection for National Security Systems, 27 March 2014
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Worked Example: RMF Categorize and Select Results
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But lucky you, you have a Target Profile! 



The Framework Informative References map to a subset of NIST SP 800-53 controls that support implementation of 
the prioritized Subcategories.  Through the priorities articulated in the Framework Profile, we have information that 
helps us justify, prioritize, and tailor the 450 controls in the baseline.

High Priority
Subcategories

Moderate Priority
Subcategories

Related NIST SP 800-53 
Controls

Cybersecurity Framework - IDENTIFY: Asset Management
ID-AM-1 CM-8, PM-5
ID.AM-2 CM-8 

ID.AM-4 AC-20, PM-5, SA-9
ID.AM-5 CP-2, RA-2, RA-9, SA-20, 

SC-6
ID.AM-6 CP-2, PS-7, PM-2, PM-29
Privacy Framework – CONTROL:  Disassociated Processing

CT.DP-P1 N/A
CT.DP-P2 N/A

CT.DP-P4 N/A
CT.DP-P5 N/A

12 can be used to implement the priority Cybersecurity 
Framework Subcategories for the Maintain Continuity & 
Integrity of Operations Mission Objective

▪ These will be among the most critical to implement

0 directly map to the Privacy Framework Subcategories 
prioritized for Maintain Consistent Consumer Experience

▪ The Informative References point to other resources 
that can support implementation

2 are not part of the current baseline

▪ SA-20 and SC-6 may need to be added during 
tailoring

▪ 31© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Traceability from Mission Objective Priorities to Controls



Risk management is not a one-size-fits-all approach

▪ Risk can never be entirely eliminated but it can be managed – communication 
helps manage that risk

▪ Communicating cybersecurity risks as they relate to mission and business 
objectives:
▪ Provides senior leadership risk managers information about impacts to systems that can 

inform enterprise risk responses

▪ Leadership can use the terminology from the Cybersecurity and Privacy Frameworks to 
communicate risk without forcing them to use IT terminology and instead use terms 
they already understand and use 

▪ Enables technical personnel to have a proactive and mission-oriented view and supports 
decisions by enterprise leadership

▪ Can be used by technical personnel to participate in meetings with leadership using 
terminology that isn’t overly complex or technical

Source (adapted): NIST Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1

▪ 32© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Communications to Manage Risk



▪ Use the Cybersecurity and Privacy Frameworks in conversations to:
▪ Understand where there is potential for impact to mission success

▪ Focus on specific cybersecurity and privacy outcomes/priorities

▪ Create meaningful risk management discussions and drive explicit differences in terminology to 
the surface

▪ Frame conversations between board room and server room:
▪ Using meaningful data

▪ Without having to teach technical concepts or cybersecurity or privacy-specific terms

▪ Contribute to integrated teams comprised of experts from various fields

▪ Inform decisions on risk acceptance

▪ Impact strategic goals and objectives

▪ Inform allocations of resources

▪ Understand tradeoffs in resource allocations and requesting funding to address system needs

Sources (adapted): NIST webinar “The Missing Link: Integrating Cybersecurity and ERM,” https://www.nist.gov/video/missing-link-integrating-cybersecurity-and-erm NIST Cybersecurity Framework events and 
presentations (various), https://www.nist.gov/cyberframework/events-and-presentations/past-events, https://www.nist.gov/cyberframework/events-and-presentations/webcasts

▪ 33© 2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Communicating Effectively
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